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 Effective network management in school environments is an ongoing 

challenge as the demand for internet access among students, teachers, and 

staff continues to grow. This study aims to design and implement a 

Mikrotik-based network management solution. The research was 

conducted at SMK Negeri 1 Bandar Lampung, with the objectives of 

improving network service quality, optimizing bandwidth allocation, and 

ensuring network security. This research adopts the Network Development 

Life Cycle (NDLC) model as the framework for system development, which 

includes analysis, design, simulation, implementation, monitoring, and 

evaluation stages. Mikrotik was chosen due to its flexibility in network 

management at a relatively affordable cost. The research methods included 

analyzing the school’s network requirements, designing the network 

topology, and configuring Mikrotik devices based on Quality of Service 

(QoS), firewall, and user access control implemented through Hotspot with 

user profiles and MAC address filtering. The results show that the 

implementation of Mikrotik successfully enhanced network stability, 

reduced latency, and restricted access to non-relevant websites. Unlike 

previous studies that mainly focused on general QoS testing, this research 

integrates NDLC-based systematic development with granular access 

control and bandwidth management tailored to educational environments. 

These findings highlight that Mikrotik provides an effective and efficient 

solution for network management, particularly in small to medium-scale 

settings. This study is expected to serve as a reference for other schools 

facing similar challenges in network management.  
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1. INTRODUCTION  

An internet network can be defined as a collection of interconnected computers that 

communicate and share resources on a large scale. According to [1], a system qualifies as a 

network when devices can exchange information effectively. In Indonesia, the internet has 

become an essential medium for communication since it overcomes the limitations of 

distance and time [2]. Its rapid growth has influenced many sectors of life, including 

education. Reliable internet access in educational institutions supports learning activities by 

enabling students and lecturers to obtain literature and references for academic purposes 

[3]. Moreover, schools and universities depend on stable networks to conduct 

administrative processes, making effective network management a critical requirement. 

To ensure optimal network performance, institutions must not only provide 

sufficient connectivity but also maintain Quality of Service (QoS). QoS represents the overall 

effectiveness of service performance in meeting user expectations [4]. It is described as 

crucial for ensuring optimal network performance, particularly in terms of bandwidth 

allocation, jitter reduction, and minimizing delay [5], and is measured through other 

parameters such as packet loss and throughput [6, 7]. Variations in these metrics usually 

result from congestion, which occurs when the volume of incoming traffic exceeds a router’s 

capacity, leading to excessive queuing and degraded performance [8, 9]. Congestion can be 

reduced through flow control mechanisms [10], which regulate data transmission rates to 

ensure efficient processing [11]. Among these mechanisms, traffic shaping with the token 

bucket algorithm is widely applied. The Token Bucket Filter (TBF) regulates packet 

transmission based on token availability, thereby maximizing bandwidth usage and 

improving QoS [12]. Previous studies have employed various approaches, including traffic 

prioritization mechanisms for narrow-band IoT services in 4G/5G networks [13], quality of 

the internet network in a university using Hierarchical Token Bucket (HTB) [14] [15] [16] 

[17], and bandwidth allocation and distribution algorithm using OpenFlow meters [18], all 

of which demonstrate the importance of QoS optimization in computer networks. 

However, maintaining high QoS alone is insufficient to ensure reliable and secure 

internet services. Network security mechanisms, particularly firewall configurations and 

access control policies, play a crucial role in securing networks. A firewall acts as a barrier 

that monitors and filters incoming and outgoing traffic based on predefined security rules, 

thereby preventing unauthorized access and mitigating potential threats. Similarly, access 

control mechanisms regulate user privileges within the network, ensuring that only 

authorized individuals can utilize specific resources. When properly configured, firewall 

and access control policies not only strengthen security but also contribute to the stability of 

QoS by reducing the risk of malicious traffic that may cause congestion or packet loss. 

Mikrotik routers provide an integrated platform for managing both QoS and 

security mechanisms cost-effectively. Their flexible configuration allows administrators to 

implement traffic shaping through token bucket methods while simultaneously enforcing 
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firewall rules and user-based access control. This dual approach ensures that educational 

institutions, such as vocational schools, can maintain stable internet performance, optimize 

bandwidth allocation, and protect their networks from security threats. Consequently, 

Mikrotik offers a practical and efficient solution for small- to medium-scale networks 

seeking to balance performance quality and security. 

In line with these prior works, this study focuses on evaluating the Quality of Service 

(QoS) of internet networks using parameters such as delay, jitter, packet loss, and 

throughput. Additionally, the research utilizes the token bucket mechanism for traffic 

shaping while integrating firewall and access control policies in Mikrotik, aiming to enhance 

both network performance and security. 

2. RESEARCH METHOD 

This research adopts the Network Development Life Cycle (NDLC) model as the 

framework for system development. NDLC is a structured methodology used to design and 

build network infrastructures [19]. The proposed model generally consists of five sequential 

stages: baseline analysis, network topology design, firewall implementation and 

configuration, post-firewall QoS measurement, evaluation and optimization. 

2.1. Baseline Analysis Stage 

At this stage, an assessment of the existing network conditions at SMK Negeri 1 

Bandar Lampung was conducted. The analysis involved two main activities: 

a) Field study: Direct observations and interviews were carried out with network 

administrators at the school to examine the current condition of the network 

infrastructure. 

b) Existing performance measurement: Internet performance was evaluated by monitoring 

activities such as downloading and uploading.                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                              

The results of the analysis indicated that access points with high numbers of users 

experienced noticeable declines in internet speed. In contrast, access points with fewer users 

showed no significant performance degradation. These findings suggest that the main issue 

lies in the varying quality and capacity of the access points in use.  

To evaluate the initial quality of the school’s internet network, a series of 

performance measurements was conducted using the TIPHON standard as the reference. 

The assessment focused on four key Quality of Service (QoS) parameters: throughput, delay, 

packet loss, and jitter. These parameters were measured at different workstations and 

websites to capture the actual performance of the network under typical usage conditions. 

The TIPHON classification was then applied to determine the service quality category for 

each parameter.  
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2.2. Network Topology Design  

At this stage, the network topology for SMK N 1 Bandar Lampung is designed to 

illustrate the placement and interconnection of network devices. The topology consists of 

an ISP modem connected to a Mikrotik router, which functions as the firewall. The router is 

then linked to a 16-port hub that distributes the network connection to several laboratory 

computers (PC Lab 1, PC Lab 2, PC Lab 3, up to PC Lab n). Additionally, a wireless access 

point (Tenda N301) is connected to the hub to provide wireless connectivity for mobile 

devices, such as smartphones. This topology, as shown in Figure 1, ensures that all traffic 

passes through the Mikrotik router for monitoring, filtering, and security management.  

 

 
Figure 1. Firewall design of SMK Negeri 1 Bandar Lampung 

2.3. Firewall Implementation and Configuration  

At this stage, the security requirements of the network are identified, which involves 

configuring the MikroTik firewall and defining security rules, including filtering and access 

control. The firewall design is then aligned with the existing network topology of SMK 

Negeri 5 Bandar Lampung to ensure compatibility and effectiveness as designed in Figure 

1. The logical process of packet filtering is illustrated in Figure 2. It shows how the system 

decides whether to block, drop, or forward packets based on predefined firewall rules. The 

configuration results are documented in the form of graphical representations of the 

Mikrotik settings, which illustrate the applied rules, as shown in Figure 3. 
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Figure 2. Flowchart of Mikrotik firewall filters packets 

 

 

Figure 3. Graphical representations of configuration results 
 

Additionally, a bandwidth management mechanism is incorporated using the 

Simple Queue feature in MikroTik. This configuration is intended to regulate traffic flow, 

prevent congestion, and ensure fair bandwidth allocation among users, as shown in Figure 

4. The bandwidth allocation logic applied through Mikrotik’s Simple Queue is summarized 

in Algorithm 1, which defines the bandwidth limit and priority levels for each user group. 

To enhance network security, port 445 is blocked since it is commonly used by the Server 

Message Block (SMB) service and Microsoft Active Directory [19]. This port is not required 

in the laboratory environment and is known to have critical security vulnerabilities, such as 

Remote Code Execution (RCE). Therefore, a MikroTik firewall rule is applied to block port 

445 to prevent potential exploitation and unauthorized access [20]. Authenticated users are 

automatically assigned bandwidth limitations to prevent excessive consumption of internet 

resources. This mechanism ensures fair distribution of bandwidth among all users and 

mitigates the risk of bandwidth monopolization by a single client.  
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Figure 4. Graphical representations of a simple queue configuration 

 

Algorithm 1. Bandwidth Allocation Procedure (Pseudocode) 
 

Input: User_Group ∈ {Principal, Teacher, Student} 

Output: Assigned_Bandwidth 

Begin 

   if User_Group = Principal then 

        Assigned_Bandwidth ← 3 Mbps 

   else if User_Group = Teacher then 

        Assigned_Bandwidth ← 1 Mbps 

   else if User_Group = Student then 

        Assigned_Bandwidth ← 0.5 Mbps 

   end if 

   Apply Simple_Queue(Assigned_Bandwidth) 

   Monitor throughput, delay, packet loss, and jitter 

   if congestion_detected then 

        Adjust bandwidth dynamically using a priority queue 

   end if 

End 

2.4. Post-Firewall QoS Measurement 

Following the deployment of the firewall, Quality of Service (QoS) measurements 

are carried out to assess the impact of the firewall configuration on network performance. 

The testing process involves re-evaluating QoS parameters such as delay, jitter, packet loss, 

and throughput. This step provides a comparative analysis of network performance before 

and after firewall implementation. 
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2.5. Evaluation and Optimization  

The results of the QoS measurements are analyzed to compare pre- and post-firewall 

performance. This analysis highlights the trade-offs between enhanced network security 

and potential performance degradation. Based on the findings, optimization of firewall 

rules and configurations is conducted to minimize negative impacts on QoS while 

maintaining adequate security levels.                                                                                                                          

3. RESULTS AND DISCUSSION 

3.1. Firewall System Performance Evaluation 

Based on the implementation and testing process, several findings from the 

experiment provide conclusions for this study. During the attack simulation stage, the 

researcher tested network traffic using port 445 to observe whether the router was capable 

of detecting and blocking the attempted intrusion. As shown in Figure 5, the router 

successfully blocked access to port 445 traffic passing through it. This action effectively 

terminated client PCs from performing file-sharing or printer-sharing activities. However, 

this did not pose any issues since such activities are not required within the laboratory 

environment. 

 

Figure 5. Blocking port 445 with a firewall rule 

3.2. QoS Measurement Post-Firewall 

After the firewall was implemented, the Quality of Service (QoS) of the network was 

re-evaluated to compare performance before and after firewall deployment. The 

measurements focused on four main parameters: delay, jitter, packet loss, and throughput.  

The QoS measurements were conducted separately in three different laboratories; 

the QoS measurement results for the Adm. Room are presented in Figure 6. The bar chart 

compares throughput, delay, packet loss, and jitter values before and after the firewall 

implementation.  
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Figure 6. The QoS measurement results for the Adm. Room 

 

The QoS measurement results for TKJ3 Lab. are shown in Figure 7, illustrating the 

differences in throughput, delay, packet loss, and jitter between the pre-firewall and post-

firewall conditions. 

 
Figure 7. The QoS measurement results for the TKJ3 Lab. 

 

The QoS measurement results for MM2 Lab. are displayed in Figure 8. Like the 

previous results, the graph highlights the changes in QoS parameters before and after the 

firewall deployment. 
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Figure 8. The QoS measurement results for the MM2 Lab. 

 

The results showed that, although the firewall introduced a slight increase in delay 

and jitter due to the filtering and inspection process, the overall network performance 

remained within acceptable limits for the laboratory environment. To clearly demonstrate 

the impact of the implemented firewall, Table 1 provides a comparative summary of QoS 

parameters measured before and after the firewall deployment. The comparison includes 

key metrics such as delay, jitter, packet loss, and throughput, enabling a direct evaluation 

of performance changes. 

Table 1. Comparison of QoS Parameters Before and After Firewall & Bandwidth Management 

Configuration 
Parameters Before Firewall & Bandwidth 

Management 

After Firewall & Bandwidth 

Management 

TIPHON Category 

Throughput 9–23% (± 294–463 kbps) – Poor Stable > 1000 kbps Before: Poor 

After: Good/Very Good 

Delay 66–99 ms – Very Good < 300 ms (stable) Remains Very Good 

Packet Loss 26–30% – Poor 0–2% (maximum) Before: Poor 

After: Very Good- 

Jitter 9–10 ms – Good 0.001–2297 ms Still Good (although variable) 

QoS Index 2.14 – Fair > 3.0 (significant improvement) From Fair to Good 

 

According to Table 1, it can be observed that the implementation of firewall rules 

and bandwidth management significantly improved the overall Quality of Service (QoS) on 

the network. The throughput, which was previously in the poor category (9–23% or 

approximately 294–463 kbps), increased to a stable rate of more than 1000 kbps, falling into 

the good to very good category according to TIPHON standards. 

In terms of delay, the network performance remained consistent in the very good 

category, with average values below 300 ms both before and after the configuration. Packet 

loss experienced the most notable improvement, decreasing drastically from 26–30% (poor) 

to only 0–2% (very good). Jitter performance was relatively stable, still categorized as good, 

although post-configuration values varied more widely. 
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Finally, the overall QoS index improved from 2.14 (fair) to above 3.0, which places 

the network performance into the good category. These results clearly demonstrate that the 

combined firewall configuration and bandwidth management strategy not only enhanced 

security by blocking unnecessary or vulnerable ports but also optimized bandwidth 

distribution, leading to more stable and reliable network performance. 

In addition to the QoS comparison results, a series of internet speed tests was 

conducted to further validate the improvements in throughput performance. The speed test 

trials were conducted five times, where devices 1 through 10 simultaneously performed 

speed tests. The speed test results are presented in Table 2, showing that the post-firewall 

configuration consistently achieved higher download and upload speeds compared to the 

pre-configuration condition. These outcomes support the findings from the QoS 

measurements, confirming that the firewall and bandwidth management setup not only 

optimized traffic distribution but also provided more stable and reliable internet access for 

end users. 

Table 2. The speed tests result 

No Device 
Download Speed 

Average (kbps) 

Upload Speed 

Average (kbps) 

1 Device 1 732 97 

2 Device 2 706 89 

3 Device 3 718 96 

4 Device 4 700 95 

5 Device 5 728 98 

6 Device 6 720 92 

7 Device 7 714 94 

8 Device 8 721 97 

9 Device 9 716 93 

10 Device 10 726 96 

3.3. Bandwidth Allocation Analysis  

In addition to the speed test evaluation, the analysis of bandwidth allocation was 

carried out to examine how effectively the firewall and bandwidth management rules 

distribute network resources among different user groups. Table 3 presents the bandwidth 

allocation scheme implemented in the network, which categorizes users into three groups: 

School Principal, Teachers, and Students, each with different levels of bandwidth capacity. 

This allocation ensures fairness, prevents bandwidth monopolization, and reflects the 

prioritization of network usage according to institutional needs. 

Table 3. Bandwidth allocation 
No User Categories Bandwidth 

1 School Principal 3 Mbps 

2 Teachers 1 Mbps 

3 Students 0,5 Mbps 
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The bandwidth allocation scheme divides network capacity into three main 

categories of users: the School Principal, Teachers, and Students. The School Principal is 

allocated the highest bandwidth capacity of 3 Mbps, reflecting the need for uninterrupted 

access to administrative systems, online meetings, and critical decision-making tools. 

Teachers are assigned 1 Mbps, which provides sufficient capacity for accessing online 

learning resources, managing digital classrooms, and supporting instructional activities. 

Meanwhile, Students are allocated 0.5 Mbps per user, which is adequate for essential tasks 

such as browsing, accessing e-learning platforms, and submitting assignments. 

This hierarchical allocation ensures that bandwidth distribution aligns with 

organizational priorities. By prioritizing higher bandwidth for administrative and teaching 

functions while still providing fair access to students, the system achieves both efficiency 

and fairness. As shown in the bandwidth allocation algorithm (Algorithm 1), the applied 

rule set ensured proportional bandwidth distribution. Evaluation results confirmed that 

throughput stability improved accordingly. Moreover, this approach prevents bandwidth 

monopolization by any single group, supporting balanced network utilization across the 

institution.  

4. CONCLUSION  

The implementation of the MikroTik RouterBoard RB1100AHx4 as the main router 

server at SMK Negeri 1 Bandar Lampung has not yet reached optimal performance. 

Bandwidth capacity remains limited at 200 Mbps, resulting in poor throughput and 

significant packet loss under heavy traffic, even though delay performance was categorized 

as very good, and jitter results were generally satisfactory according to TIPHON standards. 

The overall QoS index reached 2.14, which falls under the “fair” category, indicating that 

the network has not yet achieved the expected “very good” level (3.8–4.0). These findings 

highlight the need for both infrastructure improvements and traffic management strategies 

to address instability and congestion. 

On the other hand, the implementation of firewall and Access Control List (ACL) 

mechanisms demonstrated positive results. The firewall successfully detected and blocked 

malicious attempts on port 445, while ACL-based bandwidth allocation ensured fair 

distribution among user groups (Principal: 3 Mbps, Teacher: 1 Mbps, Student: 0.5 Mbps). 

Speed test results confirmed that bandwidth distribution was balanced, preventing 

monopolization. Furthermore, QoS performance after applying ACL improved 

significantly, with stable throughput above 1000 kbps, packet loss reduced to 0–2%, delay 

maintained under 300 ms, and jitter within acceptable limits. Additional access control 

through address lists further enhanced network management by restricting unwanted 

website access. 

This study’s novelty lies in the integration of the NDLC development framework 

with fine-grained access control and QoS optimization, specifically adapted to the dynamic 
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environment of a vocational school network. Such integration provides a structured and 

replicable approach that bridges the gap between theoretical QoS implementation and real-

world educational settings. 

For future work, it is recommended to expand the system by integrating centralized 

authentication using a RADIUS server to improve scalability and security in user 

management. Additionally, upgrading the bandwidth capacity and hardware specifications 

would be beneficial to handle higher traffic demands. Future studies could also explore the 

use of automated monitoring and adaptive QoS algorithms to dynamically adjust 

bandwidth allocation based on real-time usage patterns, ensuring more stable and 

intelligent network performance across different user groups. 
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