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1. INTRODUCTION

Along with the rapid development of technology, it certainly provides convenience
and efficiency in every field and aspect of life. This convenience certainly spurs every
human being to always be vigilant and careful about the valuable assets they have. The
important thing that must be maintained and the center of attention isthe security system.
However, the security of loT-based entry systems is still a major concern, mainly due to
several drawbacks related to passcodes used as access keys. Therefore, the analysis of the
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design of the keypad passcode on an IoT-based smart lock door system is very important to
ensure the security of this system[1].

The entrance is most important part of the security system of a building. Entrance
security has also undergone a significant transformation, one of the increasingly popular
security technologies used today is the Internet of Things (IoT) based smart lock door system.
This system allows the user to open the door using a smartphone or other device connected
to the internet network. One of the main features of this system is the keypad which is used
to enter the passcode as an alternative way to open the door.

This final project is carried out to discuss the analysis of the design of the keypad
passcode on an IoT-based smart lock door system using dual authentication technology. This
system is implemented on a single-board circuit, namely the Raspberry Pi. The system will
save theo passcode data that has been created, and the door will open if the passcode is entered
correctly. Apart from password-based smart lock doors, they also use a facial recognition
security system and vibration sensors which have better security than other security locks. It
can be said that this system is an automatic electronic lock.

This security system will provide information and early warning through Notification
of incorrect passcodes or other oddities that occur. The system will correct the passcode that
has been set in the database, where if the passcode is entered incorrectly, the system will
assume the person is unknown, then sends a notification to the Telegram messenger
application.

2. THE COMPREHENSIVE THEORITICAL BASIC

2.1. Sandi Keypad

A keypad password is a type of passcode that is used by entering a combination of
numbersvia a keypad or the number pad on a device. Keypad passwords are widely used in
varioustypes of security systems such as gates, safe boxes, ATM machines, and smart lock
door systems[2]. The advantage of the keypad password is that it is easy to use and
remember because it is only a number. In addition, keypad passwords can be designed with
long combinations of numbers, making them harder for others to guess and more secure[3].

2.2. IoT

IoT is short for Internet of Things, which is a concept where various devices or
objects that are not normally connected to the internet can connect and communicate with
each other via the internet network[4]. Internet of Things (IoT) is a concept that discusses
how devices orobjects can connect and communicate via the internet network. Devices
connected in an IoTsystem can interact and share information automatically, collect data,
and make intelligentdecisions based on the data collected. Overall, the IoT system is a very
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promising concept in creating a more intelligent and efficient environment, although: it still
faces various challenges and issues that need to be addressed. However, with continuous
innovation andcollaboration, we can overcome these challenges and reach the full potential
of IoT systems[5],[6].

2.3. Arduino Mega

Arduino is an open-source platform for prototyping electronics. Furthermore, the
Arduino Mega 2560 is also a microcontroller board based on the Atmega 2560. The Arduino
Mega 2560 has 54 digital input/output pins, of which 15 pins can be used as PMW output,
16 pins as analog inputs, and 14 pins as UART (Hardware serial port), besides the arduino
mega also has a 16 MHz crystal oscillator, a reset button, an ICSP header, a USB connection
and a power jack.[7],[8]. This is all that is needed to support a microcontroller in a variety
of jobs. Furthermore, to start activating the device, it is enough to connect it to the computer
via a USB cable or power supply or battery[9].

2.4. Solenoid Lock Door

Electronic locks (door locks) generally use solenoids. Selenoid door locks are
electronic devices whose working principle is electromagnetic[10][11]. Selenoid door locks
generally use a working voltage of 12 volts. Under normal conditions this device is in a
closed condition (locking the door), when it is given a voltage of 12 volts the lock will open.
To control the Selenoid door lock from Arduino, an interface or driver circuit is needed. One
of them can use a 5 volt relay. By using this relay, the Selenoid door lock can be controlled
by the Arduino microcontroller[12].

2.5. NodeMCU

Function as the main controller of the circuit as well as the monitoring systems that
is connected directly to the smartphone. NodeMCU can access WiFji, for example, the ability
to connect to WiFi that is within range and this device can also create that can be used
by other devices[13],[14].

2.6. Telegram

Telegram is an instant messaging application that allows users to communicate
quickly andeasily with other users via the internet[15]. The Telegram application can be
accessed via various platforms, such as PCs, laptops, tablets and smartphones. The Telegram
applicationis widely used by users around the world, both for personal and business
purposes. Telegram is also often used to organize communities or work groups, or to
communicate with users abroad because Telegram has the ability to connect easily via a
VPN[16],[17][18]. In addition, Telegram is also a popular choice for communication between
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software or application development teams because Telegram offers open API (Application
Programming Interface) features. This feature allows developers to integrate their
applications or serviceswith Telegram, such as creating custom bots, sending messages, or

managing content[19],[20].

3. RESEARCH METHOD

The methodology s using waterfall methodology which is suitable for projects with
clear and specific needs, and does not have significant changes during the development
process.However, this methodology tends to lack flexibility and it is difficult to handle
changing requirements that arise during the development process. By studying the
literature on security on smart lock door systems on keypad passcodes and research
related to this topic.After that, a design analysis is carried out, identifying security holes
and system vulnerabilities, designing solutions to improve security, implementing and
testing the system, after that the results tested are analyzed by testing the existing system
for further system development. The stages of the research can be seen in Figure 1 below.

Studi Literatur

v

Analisis Rancangan Sistem Smart Lock Door
dengan Kode Sandi Keypad Berbasis [OT

Identifikasi celah keamanan dan
kerentanan sistem pada smart lock door system
berbasis [oT dengan kode sandi
keypad

Perancangan solusi untuk
meningkatkan keamanan dan mengurangi
kerentanan sistem pada smart lock door

system berbasis IoT dengan kode sandi keypad

Implementasi dan pengujian

solusi yang dirancang pada smart lock door
system berbasis [oT dengan kode
sandi keypad

Analisis hasil pengujian dan
perbandingan dengan sistem yang telah ada

v

Menulis laporan penelitian

Figure 1. Research Flow
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3.1. Blok Diagram

The design and design of this system is made to provide an overview of the system
to bemade so that it becomes a parameter for researchers in the process.

Kamera ,—) Telegram
—I—) Raspberry Pi —J
Keypad —L J—b LCD
Sensor Getar > Arduino Mega Buzzer
Sensor Magnet Relay Solenoid
Esp 32 -
Sensor Touch Speaker

Figure 2. Block Diagrams

3.2. FlowChart

Software design of how the house door security system works on the keypad
passcode.

/ Inisialisasi /
/ pin dan variabel /

Baca Scnsor

~ Sensor Getar

Terdeteksi -
v
tifkan buzzer
rim Notifikasi ke
Tele;

Data = "B" > Aktifkan Buzzer
[~
Buka Solenoid
Input password pada
Keypad
>~ Lidak
— Benar > Aktifkan Burrer

L Buka Pintu

Figure 3. Flowchart
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3.3. Perancangan Elektrikal

Electrical design is needed in order to know the components, sensors, and what is
used inthe smart door lock. Electrical design is also used to determine the wiring connected
to each component or sensor to make it easier to install.

Figure 4. Electrical Design

4. RESULT AND DISCUSSION

4.1. The assembly process for the whole tool

In the tool assembly process, it can be seen that the Arduino pins have been
connected toeach component pin. It can see in Figure 5 and 6 the assembly process for the
keypad pins, relays, LCD, and sensors in the smart lock door system passcode design.

Figure 5. Assembly of tools on components
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Figure 6. Tool assembly on Arduino

4.2. Implementation process on the door

In this process the tools that have been assembled and have been tested before, are
implemented at the door of a room as well as by testing the solenoid.

Figure 8. Solenoid Iplementation

4.3. Passcode Testing and Vibration Sensor on Telegram Notifications

In this process, a test is carried out to input the passcode and vibration indication on
the vibration sensor. If the passcode entered is correct, the door will open automatically and
a telegram will send a message that the password is correct. Vice versa if the passcode is
entered incorrectly then the door remains locked and a message will be sent to the telegram
that the password is incorrect. After that, if the door is indicated by a loud vibration and it
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looks like someone wants to break it down, the vibration sensor will activate the buzzer and
send a message on the telegram that it is indicated that someone has broken the door. Vice
versa if there is no vibration, the buzzer will not turn on and no message will enter the

telegram.

4.3.1. Testing On Password

Table 1. Testing Passwords on Keypads

No Input Passcode (True) Status LCD Display Solenoid
Keypad

1 12496 4601 False No Entry Closed Door

2 4601 4601 True Please Come Open Door

3 20872 46e01 False No Entry Closed Door

4 12469 12469 True Please Come Open Door

5 16999 12469 False No Entry Closed Door

1) The Password Entered is correct

" Nodemcusmartdoor_bc
bot

19 Juni

/start q6.55 o |

Password yang dimasukan benar - - ).

®© Pesan 2 \Q/

Figure 9. Message on Telegram
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2) The password entered is incorrect

< @) Nodemcusmartdoor_bc

bot

19 Juni

/start 1557

Password yang dimasukan benar

Password yang dimasukan benar

Password yang dimasukan benar -,

Password yang dimasukan benar

Password yang dimasukan salah -,

Password yang dimasukan salah -

Password yang dimasukan salah . ¢ )
h
‘4
4
700 )

Password yang dimasukan salah

© Pesan 2 \g ‘ y *”
Figure 11. Message on Telegram Figure 12. Closed Solenoid

4.3.2. Vibration Sensor

Table 2. Tests on Vibration Sensors
No Testing Indicator Telegram

1 Vibration Sensor with Buzzer On “Indicated Broken”
Strong Knock

2 Vibration Sensor with Buzzer Off No Notification
weak knock
3 Vibration Sensor at a Rest Buzzer Off No Notification
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m Nodemcusmartdoor_bc
> bot

>

Pintu terindikasi ada yang mendobrak |

Pintu terindikasi ada yang mendobrak '|
s 4

Pintu terindikasi ada yang mendobrak ]

Pintu terindikasi ada yang mendobrak |

@ Pesan 2 Q
Figure 13. Vibration Sensor Figure 14. Message on telegram

4.4, Display On LCD

The results of the LCD screen display show the words "Please Enter" and "Entry Is
Forbidden". This means that if the password has been entered according to what has been
programmed, the relay will work to activate the solenoid lock door and the LCD will
display the words "Please Enter" and "Entry is Forbidden". Figure 16 shows the display on
the LCD.

Silahkan Masuk A

Figure 15. Results display on the LCD screen

5. CONCLUSION

The conclusions that can be drawn from the design of the keypad passcode on the
smart lock door system are:
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the 4x4 matrix keypad module as a password on a home door security systemis
more flexible and secure, with the addition of a buzzer which can be considered
as an alarm if the password is entered incorrectly

The message system that goes to Telegram is more anticipated if the home
owner is away. Because it can monitor the user if the password entered is
correct or wrong.

A vibration sensor that will turn on if there is a strong enough vibration, for
example there is an indication that a door has been broken into.

This tool is designed from a combination of a 4x4 matrix keypad as a passwordand
a vibrating sensor in anticipation of the door being forced into force.

REFERENCES

(1]

(2]

(3]

(4]

F. Fajar Luthfi, D. Marisa Midyanti, and Suhardi, “Sistem Keamanan pada Loker
Berbasis Internet of Things,” |. Fokus Elektroda, vol. 7, no. 3, pp. 200-206, 2022, [Online].
Available: https://elektroda.uho.ac.id/

S. Satrinawati, D. Irfan, and E. Efrizon, “Augmented Reality-Based Programming Using
Atmega 2560 Microcontroller Trainer Kit Support.,” J. Teknol. Inf. dan Pendidik., vol. 15,
no. 2, pp. 110-121, 2023, doi: 10.24036/jtip.v15i2.670.

H. Saiyar and R. Rudianto, “Internet of Things Untuk Keamanan Rumah Dengan
Nodemcu Esp8266,” Akrab Juara ]. Ilmu-ilmu Sos., vol. 7, no. 2, p. 279, 2022, doi:
10.58487/akrabjuara.v7i2.1840.

R. Mardiati, F. Ashadi, and G. F. Sugihara, “Rancang Bangun Prototipe Sistem
Peringatan Jarak Aman pada Kendaraan Roda Empat Berbasis Mikrokontroler
ATMEGAB32,” TELKA - Telekomun. Elektron. Komputasi dan Kontrol, vol. 2, no. 1, pp. 53—
61, 2016, doi: 10.15575/telka.v2n1.53-61.

Muchlisin Riadi, “Raspberry Pi (Definisi, Fungsi, Jenis, Spesifikasi dan Pemrograman),”
2020, [Online]. Available: https://www kajianpustaka.com/2020/12/Raspberry-Pi.html
R. I. O. G. Pratama, “Rancangan Sistem Pengunci Rumah Berbasis Arduino Uno R3
Dengan Radio Frequency Identification (Rfid) Dan Selenoid Door Lock,” Ubiquitous
Comput. its Appl. |., vol. 2, pp. 45-50, 2019, doi: 10.51804/ucaiaj.v2i1.45-50.

E. Sakti, “Pengertian, Fungsi, Prinsip, dan Cara Kerja Relay,” 2013.
https://www.elangsakti.com/2013/03/pengertian-fungsi-prinsip-dan-cara.html

S. D. Purnamasari, E. Education, and S. Program, “Design of Gas Detector and Fire
Detector Based Internet of Things Using Arduino Uno,” no. 472, pp. 8-14, 2021.

A. R. Sudarni, “Development Of Android-Based Electronic Module Using Sigil
Application As A Learning Media,” J. Teknol. Inf. dan Pendidik., vol. 16, no. 1, pp. 54-63,
2023, doi: 10.24036/jtip.v16i1.464.

[10] D. Eltigani and S. Masri, “Challenges of integrating renewable energy sources to smart

66

P.ISSN: 2086 — 4981
E.ISSN: 2620 - 6390
tip.ppj.unp.ac.id



https://doi.org/10.24036/jtip.v16i

Jurnal Teknologi Informasi dan Pendidikan
Volume 16, No. 2, September 2023
https://doi.org/10.24036/jtip.v16i2.740

grids: A review,” Renew. Sustain. Energy Rev., vol. 52, pp. 770-780, Dec. 2015, doi:
10.1016/j.rser.2015.07.140.

[11] S. Parhizi, H. Lotfi, A. Khodaei, and S. Bahramirad, “State of the Art in Research on
Microgrids: A Review,” IEEE Access, vol. 3, pp. 890-925 2015 doi:
10.1109/ACCESS.2015.2443119.

[12] I. Yulia Basri, D. Novaliandry, and I. Maisa Tania, “Design and Development of
Inductive Sensor Trainer Based on Arduino and IDE 1.8.19 Software,” |. Teknol. Inf. dan
Pendidik., vol. 15, no. 1, 2022, [Online]. Available: https://doi.org/10.24036/tip.v15il

[13] S. Chaitusaney and A. Yokoyama, “An Appropriate Distributed Generation Sizing
Considering Recloser-Fuse Coordination,” in 2005 IEEE/PES Transmission &amp;
Distribution ~ Conference &amp;  Exposition: Asia  and  Pacific, pp. 1-6. doi:
10.1109/TDC.2005.1546838.

[14] R. Ndou, J. I. Fadiran, S. Chowdhury, and S. P. Chowdhury, “Performance comparison
of voltage and frequency based loss of grid protection schemes for microgrids,” in 2013
IEEE  Power &  Energy  Society  General —Meeting, 2013, pp. 1-5. doi:
10.1109/PESMG.2013.6672788.

[15] M. Brucoli and T. C. Green, “Fault behaviour in islanded microgrids,” in Proceedings of
the 19th international conference on electricity distribution, CIRED, 2007, pp. 0548-(1-4).

[16] T. N. Boutsika and S. A. Papathanassiou, “Short-circuit calculations in networks with
distributed generation,” Electr. Power Syst. Res., vol. 78, no. 7, pp. 1181-1191, Jul. 2008,
doi: 10.1016/j.epsr.2007.10.003.

[17] D. Salomonsson, L. Soder, and A. Sannino, “Protection of Low-Voltage DC Microgrids,”
IEEE Trans. Power Deliv.,, vol. 24, no. 3, pp. 1045-1053, Jul. 2009, doi:
10.1109/TPWRD.2009.2016622.

[18] S. Chen, N. Tai, C. Fan, J. Liu, and S. Hong, “Sequence-component-based current
differential protection for transmission lines connected with IIGs,” IET Gener. Transm.
Distrib., vol. 12, no. 12, pp. 3086-3096, Jul. 2018, doi: 10.1049/iet-gtd.2017.1507.

[19] M. M. Eissa (SIEEE), “Protection techniques with renewable resources and smart
grids— A survey,” Renew. Sustain. Energy Rev., vol. 52, pp. 1645-1667, Dec. 2015, doi:
10.1016/j.rser.2015.08.031.

[20] A. A. Memon and K. Kauhaniemi, “A critical review of AC Microgrid protection issues
and available solutions,” Electr. Power Syst. Res., vol. 129, pp. 23-31, Dec. 2015, doi:
10.1016/j.epsr.2015.07.006.

P.ISSN: 2086 — 4981 67
E.ISSN: 2620 — 6390
tip.ppj.unp.ac.id



https://doi.org/10.24036/jtip.v16i

