Jurnal Teknologi Informasi dan Pendidikan P.ISSN: 2086 — 4981 Q
—-— -

Volume 17, No. 1, March 2024

E.ISSN: 2620 — 6390

SIN—
https://doi.org/10.24036/jtip.v17i1.802 tip.ppj.unp.ac.id JTiP-UNP

Analysis of Information Security Awareness of E-Commerce Users Among
Micro Small Medium Enterprises

Irham Khairul Muttaqin®®, Syti Sarah Maesaroh?, Oding Herdiana!
Digital Business, Universitas Pendidikan Indonesia, Tasikmalaya, Indonesia
*Corresponding Author: irham@upi.edu

Article Information

ABSTRACT

Article history:

No. 802

Rec. October 10, 2023
Rev. January 18, 2024
Acc. January 18, 2024
Pub. January 30, 2024
Page. 149 — 160

Keywords:

= Awareness

= e-commerce

= Business

= System Information
= Security

Information security is vital in today’s digital era. Micro small
medium enterprises are always required to survive with the
unfavorable conditions. Through e-commerce, businesses can be helped
to sell their products widely. Carelessness in managing information in
e-commerce applications by business owners can cause great losses. In
this article, the information security awareness of micro small medium
enterprises will be analyzed using the Knowledge Attitude Behaviour
model developed by Kruger-Kearney. The sample of respondents was
taken using a purposive sampling technique where the criteria for
respondents were categorized micro small medium enterprises owners
and using e-commerce applications to sell their products. This article
succeeded in analyzing, that the awareness of business owners was in
a good category. The resulting score is 93 out of 100 and is considered
a high value. There are several factors that cause the high awareness
score obtained, one of which is the training held by the state-owned
creative house. This article can be developed for further research.
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1. INTRODUCTION

Security is a vital thing in today's digital era [1]. The rapid development of
technology on life components has a huge impact ranging from social, political, security
and economic. Security is important today after many attacks on various agencies and
companies [2]. One of the business sectors that is growing rapidly is the e-commerce sector.
E-commerce itself is an online buying and selling media site that can make it easier for users

to make transactions when shopping [3]. In research conducted [4], an increase in the
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purchase of goods occurred through e-commerce compared to direct sales (offline). Items
sold online slowly increased from 1500 units sold to 2700 units. Meanwhile, offline sales
slowly decreased from 3000 units to 2000 units.

In 2021, 88.1% of Indonesian internet users used e-commerce applications to buy the
desired items [5]. Competition occurs among others due to homogeneous products and
markets [6]. E-commerce applications are an option for businesses to survive. The pressure
to continue to innovate in order to survive in fierce competition makes an impetus to turn
obstacles into new opportunities [7]. Unpreparedness in preparing for change can cause
carelessness which can harm business owners who are included in the MSMEs (Small
Medium Enterprises) group [8] who still have limited resources. MSMEs must always
maintain the information held in e-commerce applications both in terms of sellers and
buyers. Through an article [9], a data leak occurred on Tokopedia amounting 90 million
user data. These data include personal information such as population identification
numbers, telephone numbers, and home addresses.

Data leaks that occur can harm both parties. Leaked data is often used for criminal
purposes or to resell information irresponsibly [10]. As a consequence, consumer
confidence in the seller will be damaged and cause a decrease in transactions. MSMEs need
to spend a lot of money to bear material losses caused by carelessness. The increasing use
of the internet by MSME owners is not accompanied by a strong awareness to protect
information security. As many as 29 percent of MSMEs experiencing cyber attacks admit
that they do not have adequate information security solutions [11]. This shows that MSMEs
that are running lack information in the field of information technology.

A lot of important information is held by e-commerce companies during
transactions between merchants and buyers. According to information obtained [12],
Indonesian MSMEs have experienced data leaks that are detrimental to business people.
Employee data, intellectual and financial information has been leaked. In an article [13],
Phishing has become a widely used method when stealing victim data. Unconsciously,
important information is lost in an instant. At this time, information can be a measuring
tool [14] to predict the future direction of the economy.

In general, owners or employees who have control over the information they hold
are not fully aware of the importance of the information they have. Of the 500 MSMEs that
have been interviewed [15] show that 8 out of 10 MSMEs do not have careful planning for
information security system planning. However, only a small portion of MSMEs have a
good approach to information security. Some MSMEs has obtained education related to
information security and are aware of their daily activities related to the internet [16]. This
suggest that there are some educational initiative or institutions involved in this knowledge
enrichment.
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In an article titled “Digital Literacy for the Purwokerto Digital Marketer Community
in Efforts to Prevent Data Security Threats in the Cyber World” [16], this research was
conducted to increase educational understanding and literacy regarding information
security. This education was carried out through Zoom meetings with material regarding
cyber crime presented to MSME participants. There is a pre-test and post-test to measure
understanding of the material that has been provided. As the outcome, this research
produces a significant increase in the participants' understanding.

There are several threats that entrepreneurs should be aware of, one of which is
information leakage originating from the employees themselves. Personal and business
information can be mixed and cause data leaks from employee carelessness. Social
engineering [17] is one way for perpetrators to trick victims in cybercrime. Since the Covid-
19 outbreak, the intensity of social engineering attacks has become more frequent. The
perpetrator will use all means to make the victim fall into the trap that has been prepared.

In determining the value of information security awareness [18] in a person, there
are 3 factors that are the focus of the assesment. There is a knowledge factor which is a set
of information used as a measuring tool for someone to recognize threats and how to secure
information. Attitude factors also affect a person's behavior and decision-making process
in responding to a danger to information security. Behavior is the last factor in determining
a person's level of awareness in information security. Behavior is a real action in making a
decision. These three factors become the basis for someone to determine the level of
information security awareness of e-commerce users.

The more widespread the use of e-commerce, the higher the information security
risks that will be faced by MSME owners. Research on this MSME subject has high urgency.
MSMESs need to know how important the data they have. The results of this study will also
be useful for developers of security systems from e-commerce as well as for academics in
developing this topic further, so that knowledge about the awareness of information
security of buyers and sellers in e-commerce can continue to grow and be applied in various
related fields.

An article with the title of the Analysis of Security Awareness among E-Wallet Users
in Indonesia [19]. This research uses the Kruger-Kearney models, which explains the
problems of knowledge, behavior, and attitudes in e-wallet users. The security of the e-
wallet itself still has several vulnerabilities and the carelessness of users, such as connecting
to public Wi-Fi networks or accessing fake sites. This research succeeded in measuring the
level of awareness of Indonesian e-wallet users, however this research still cannot
guarantee that e-wallet users are precisely determined.

An article with the title of Measurement of Information Security and Privacy
Awareness of Android Users in Bandung City [20]. In this article, research uses the Kruger
and Kearney models to find out security and privacy related to Android smartphone users.
This study succeeded in finding a percentage of the level of awareness, behavior, habits,
and knowledge, but this study did not have respondent data in terms of education.
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Education itself is vital in influencing knowledge related to information security.

2. RESEARCH METHOD

This research will use a quantitative method where the data will be processed with
the KAB (Knowledge Attitude Behaviour) model adapted from the Kruger-Kearney
creation model [21]. In this study, the KAB object variables include Knowledge which will
measure the level of understanding of MSME owners in securing data in e-commerce
applications. Attitude will be measured through the awareness of MSME owners regarding
data security in e-commerce. Behavior will be measured by how actions will be taken based
on several questions given. The focus areas in this research are Authentication to determine
the authenticity of users, passwords to secure account data, and information stored to
ensure the security of MSME information. The data will be obtained through a questionnaire
survey on Google Form. Questions will be divided into 3 parts based on the KAB model
with questions in the following Table 1.

Table 1. KAB model questions

Dimensions

Question

Answer Options

Knowledge

Authentication feature is a feature that can strengthen e-commerce
account security (finger print, email, SMS)

Linking accounts with phone numbers is a measure to prevent account
breaches

Account authentication is a feature that can help track the location of
the account when logging in.

It is important to store passwords in a safe place to avoid forgetting
passwords.

Using a combination of letters, numbers, characters, uppercase and
lowercase letters in your password will make your account more
secure.

Updating passwords regularly will secure your account from harm.
Updating your app is one way to keep your account secure
Maintaining the confidentiality of information when transacting can
avoid unwanted things.

By improving information security from unwanted attacks, business
reputation will be maintained

True, False, Don't
Know

Attitude

I realize thatauthentication can facilitate account access (finger
print, email, SMS)

I am aware of linking my account with my phone number to
avoid account breaches.

I am aware that the authentication feature helps to track the
location of my account atlogin time.

I am aware of securing my e-commerce account password

I realize that using a combination of numbers, characters, uppercase
and lowercase letters in my password will make my password
stronger.

I am aware of updating my password regularly

I am conscious of keeping my e-commerce app up to date

True, False, Don't
Know
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8. I am aware of always maintaining information when a transaction is
in progress

9. Iam aware of the need to always improve information security to
maintain business reputation.

1. Ilogged into the app and account using authentication features (finger

Behaviour print, email, SMS) True, False
2. Iamused to linking my phone number with my account to avoid
account breaches.
3. Ialways enable the authentication feature to help track my location
when logging in.

4. Tam used to keeping passwords in a safe place

5. Tam used to using passwords with a combination of letters-numbers,
characters, uppercase and lowercase letters to secure my account.

6. Iam used to updating my passwords to secure my account from any
harm.

7. 1 always update the application version if there is an update
notification.

8.  I'am accustomed to maintaining information when making
transactions to avoid unwanted things.

9. Tam used to always improving information security at the business

The data obtained from the questionnaire will be accumulated and processed
quantitatively with the total score obtained by all respondents with a value of 10 for the
true answer, don’t know with a score of 5, and 0 for the false answer.

To be able to determine the level of awareness, weighting will be carried out using
the Analytical Hierarchy Process that have been made by Kruger and Kearney [21]. The
weight of each score will be different with different scores between 0% - 100%. The
percentage distribution will have different weights on each dimension according to the
impact that is affected, such as attitude which is smaller than behavior because attitude is
an action that is limited to awareness, while behavior is an action that will have a direct
effect. The data will be calculated using the Multiple Criteria Decision Analysis formula
[22] to determine the weighting value of the dimensions with the score value formula
below.

V(@) =X v (@ w @

In this formula, V(a) is an overall value of criterion a, vi(a) is the score value
obtained by the respondent according to the focus area associated with the weighting, and
w; is the weight of a predetermined dimension as the value of knowledge, attitude, and
behavior. The division of dimensional weights in the table is as follows:

Table 2. Dimension weight share

Dimension Weight
Knowledge 30%
Attitude 20%

Behavior 50%
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The focus areas in the KAB model have a balanced weight between authentication,
passwords, and information stored. These three focus areas have aspects that need to be
taken into account to determine the level of information security awareness. The
distribution of questions will be shown in the following table:

Table 3. Focus area

Focus Area Question
Authentication 1,2,3
Password 4,56
Information stored 7,8,9

After identification and analysis, the calculation of information security awareness
data will be assessed according to the criteria. The percentage value is taken according to
the model applied by Kruger-Kearney in the KAB model. The criteria are divided into three
parts, good, average, and bad. The percentage value and description of the value can be
seen in Table 4 below:

Table 4. Criteria

Criteria ~ Value (%) Description

Already good, no action needed

Good 80-100
Average 60-79 Good enough, still needsimprovement
Bad <59 Poor, need to improve

This survey is targeted at MSME owners who use e-commerce applications such as
Tokopedia, Lazada, Shopee, and other applications. The E-Commerce application is the
most used application in Indonesia [23]. The survey will be conducted using purposive
sampling technique [24] which is distributed to 71 MSME owners who also sell on e-
commerce applications. The data of 71 respondents is a number that has been validated
using Criterion Validity where the validity of the data must be in accordance with
predetermined criteria such as having an MSME business and selling their own product on
e-commerce applications. Furthermore, the survey results will be calculated using the KAB
model which has been adapted to display the results of MSME information security
awareness.
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3. RESULTS AND DISCUSSION

MSME owners who participated in this study have filled out the questionnaire
provided. The characteristics of the respondents will be displayed in accordance with the
predetermined criteria. The data will be presented in tabular form to provide an overview
of the respondents' contributions in the following table:

Table 5. Characteristics

Gender Total  Percentage
Men 26 37%
Women 45 63%
Age
18-30 46 65%
>30 25 35%
Education
Junior high school / equivalent 1 1%
High school / equivalent o8 399
Bachelor’s Degree / equivalent 39 55%
Master’s Degree / equivalent 3 4%
Revenue
< Rp2 Billion 68 96%
>Rp2 Billion-Rp15 Billion

3 4%
Device
Android 53 75%
10S 18 25%

The characteristics table shows information about the gender of respondents, 37%
of whom are men while 63% are women. This happens because one of the factors is that
men work as employees in companies, while women tend to have free time and choose to
run small businesses which will later develop into MSMEs. This is supported by the article
[25] which states that the MSME field is strongly influenced by women.

In the age aspect, the range of 18 years to 30 years dominates at 65%. The use of
technology greatly affects the motivation and adaptability of respondents in running a
business with the role of technology. Meanwhile, the age of respondents above 30 has a
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percentage of 35%. In this age range there are fewer with a difference of 21, compared
to the age range 18-30 which amounts to 46 because it takes time and energy to relearn the
use of technology and the difficulty of adapting if the e-commerce application changes.

Characteristics in the education aspect have a diverse range, in the junior high
school / equivalent education range there is one respondent with a percentage of 1% who
is at this level of education. This is not a barrier to running MSMEs because running a
business does not require a minimum education limit. At the high school / equivalent level
has a percentage of 39% with 28 respondents. Meanwhile, the number of respondents with
bachelor’s / equivalent education has a higher percentage, namely 55% with 39
respondents. At the bachelor / equivalent level, MSME owners already have a mature level
of education. The highest level of education for respondents is master’s degree with a small
number, namely 4% with 3 respondents. The master’s degree education level has a small
number of respondents due to the difficulty of access to this education and career choices
at this level tend to be in the professional field.

In terms of income, there is a big difference where income of less than 2 billion has
a response of 96% with 68 respondents while the range of 2 billion to 15 billion has 3
respondents or the equivalent of 4%. The use of devices in MSMEs is android with a
percentage of 75% with 53 respondents. For IOS devices, there are 18 respondents with a
percentage of only 25%.

Total Awareness

Focus Area Dimension

Figure 1. Awareness result

The result from Figure 1 above conducted with the KAB model resulted in a
percentage of the total awareness value of 93 out of 100, which means that MSMEs are
already aware of information security in the business being run. In the total awareness
dimension, the knowledge dimension, the total awareness dimension value has a value of
92, where authentication has a value of 91, password 95, and information storage 91. In the

156 P.ISSN: 2086 - 4981
E.ISSN: 2620 - 6390
tip.ppj.unp.ac.id



https://doi.org/10.24036/jtip.v17i1.802
http://tip.ppj.unp.ac.id/index.php/tip

Jurnal Teknologi Informasi dan Pendidikan
Volume 17, No. 1, March 2024
https://doi.org/10.24036/jtip.v17i1.802

attitude dimension, the total awareness dimension value is 93 with an authentication value
of 90, password 96, and information stored 94. In the behavior dimension, the total value
of the Awareness dimension is 94 with authentication having a value of 94, password 93,
and information stored 96.

In the total value of awareness focus area, the information stored area has a value
of 94, while in the password section it has a value of 95, and in the authentication focus area
it has a value of 92. The total value obtained in the focus areas and dimensions will be
calculated with the appropriate weighting in each dimension where knowledge has a
weight of 30%, attitude has a weight of 20%, and behavior has a weight of 50%. The number
obtained after the calculation is 93, which is the value of the information security awareness
of e-commerce users among MSMEs is good.

With the high number obtained in the total KAB awareness score, this shows that
MSMEs have a good level of understanding. An understanding of the importance of
security in business has been able to be applied well by MSME owners. The high value of
information security awareness is partly supported by trainings agencies conducted by
state-owned companies (BUMN) in the BUMN Creative House program. This is explained
by the article on the readiness of MSMEs in using e-commerce applications as a supporting
medium for developing the creative industry [26]. MSMEs are ready to use e-commerce
applications to develop their business. The value in the attitude dimension authentication
focus area gets a low score among other focus areas, but the value at this point is in the
good criteria.

Having a low understanding of passwords is not necessarily a negative thing
compared to other values in this focus area. However, it is better if the authentication focus
area in the attitude dimension can be further improved so that MSME owners can maximize
the security potential of e-commerce applications. To improve attitude in the authentication
focus area can be done by increasing literacy [27], [28] regarding information security such
as passwords, access authorization, and security so that MSME owners can be more aware
of information security. This value is a high value and has a low risk compared to a value
that has poor criteria.

The highest score is obtained by the attitude dimension password focus area and
the behavior dimension information stored focus area with a score of 96. MSME owners
already have an attitude about a good understanding of passwords in e-commerce
applications. Passwords are vital to e-commerce devices and applications in supporting
information security. MSME owners already have a good understanding, although there
are 4% of MSME owners who do not understand well about passwords in the attitude
dimension.

Information stored has been carried out properly by MSME owners in e-commerce
applications which are useful for preventing and avoiding application vulnerabilities from
cyber attacks and phishing [12]. MSMEs training conducted by training institutions always
teaches MSME owners to be aware of maintaining confidential MSMEs information for the
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continuity of the business being undertaken.
4. CONCLUSION

This study shows the results that MSME owners are already aware of information
security awareness in the use of e-commerce applications. The total awareness value shows
a value of 93 out of 100, which is good in this category. Thus, MSME owners are already
aware of the importance of information security in MSMEs. This value is expected for
MSME owners to maintain consistency in securing their business information. From Table
5 characteristics, the level of education does not really affect the level of understanding of
information security. However, Additional research is necessary to determine the
appropriate subjects for discussing the educational backgrounds of MSME owners.

For academics, institutions, and training agencies, the results of the scores obtained
by MSMEs show the participants' success during the training. The training agencies must
continue to conduct training related to information security awareness for MSME owners.
Further training can be developed on authentication awareness. Relationships with MSMEs
and training agencies need to be well maintained to guide and assist MSMEs' future
decisions.

This article serves as a for future researchers, providing valuable insights into the
characteristics of MSME owners and their awareness of information security. The following
research can explore these aspects in greater detail and other aspects, focusing on specific
regions or expanding the scope to cover a broader range of variables and focus areas. By
building upon the foundations of this study, future research can contribute significantly to
the understanding of information security awareness among MSMEs and enhance the
overall knowledge in this field.
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